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A  60-years journey focused in technology evolution and 
information security, to help us understand some major 

events and their profound impact on society.
 

Not to persuade us, but to inspire us to think and act.
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Eagle Creek (Oregon, US) fire, September 2017
https://www.theguardian.com/artanddesign/2017/sep/27/kristi-mccluers-best-photograph-playing-golf-while-america-burns-oregon-fire-interview

Are they aware of what is happening around them?

Do they care?

Do they need to worry?

What questions does the image suggest to you?
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1960’s: The beginning

19681964 1966

Phreaking

MIT

1961 1963

MULTICS

MIT, GE and Bell 
Labs

1965

UNIX

Changed the future of computing, 
1st. Portable OS, universal OS, 

essential to Internet development

Ken Thompson 
at Bell Labs

1969

ARPANET

First computers were 
connected

 Bob Taylor and Larry 
Roberts 

1967

Passwords

CTSS

First data breach

CTSS Password theft

Allan Scherr at MIT

MULTICS as a 
Service

MIT 

CTSS

Time-Sharing 
System

MIT

Access 
control

MULTICS
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ARPANET’s 
security 

concerns 

1970’s: From creeper to reaper

1971 1975

Creeper

1st worm, mainframes 
and ARPANET

Bob Thomas

1970

ARPANET gets 
operational

Control to DoD

References to Cloud…

1974 19781976

Apple I

Wozniak and Jobs

BBS

First public p2p dial-up BBS 
(social network)

Chicago

Phone 
phreaking

John 
Draper 

Microprocessor

 Transformed society 
(cost, reliability)

+

C language

Opened the game

Reaper

Based on Reaper, added 
self-replication

1st. computer virus 
1st. antivirus

Ray Tomlinson

Captain 
Crunch  
arrested

1972

1st. “Security evaluation" 
(pentest)

Multics evaluation, tested for 
potential use (MAC)

US Air Force Tiger Team

Microsoft

Allen and 
Gates 

MULTICS 
Protection

Saltzer and 
Schroeder
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1980’s: The rise of the Internet

1984 1986

ARPANET 

NCP to TCP/IP

1981 1983 19891987

US Military big 
breach

Marcus Hess
KGB sponsored?

Chaos 
Computer 

Club

Germany

Lawrence 
Berkeley Lab. 

breach

Cliff Stoll (GER) 
URSS sponsored?

 DoD, NATO, 
and AT&T 

breach

Herbert Zinn

Morris 
Worm

Huge impact on a nation, 
technology dependency

Robert Morris,  Cornell

1988

CERT

Herbert Zinn 
sentenced

First CFAA trial
 

 1st. IS Standard

“Users Code of 
Practice” (CIA)

US Congress

Evidence on 
computer crime

1982

“The Orange Book” 
(DoD)

IDES IDS

Denning and 
Neumann, 

SRI

US Computer Fraud 
and Abuse Act 

(CFAA)

Clark-Wilson 
integrity policy

UNIX MAC/DAC
NSA TRUSIX WG

 British IS 
Standard

UK

Chinese Wall 
and 

Firewalls

Login backdoor

"Reflections On 
Trusting Trust“ at ACM

Ken Thompson

Juan Mosso
juan@juanmosso.com



1990’s: Openness and standardisation

1994 19961990 19981997

Social 
engineering

Kevin 
Mitnick

Vladimir Levin  
arrested 

Scotland Yard, 
extradited to the 

U.S., pay back 
Citibank

1995

BS7799 Part 1 

To provide 
guidance and best 

practicesRobert Morris 
charged (CFAA)

Dial-up age!

ISP widely available 
(14.4 to 56 kbit/s 

modems)

Citybank

The biggest computer 
heist ever at the time

Vladimir Levin

US Computer 
Abuse 

Amendments
(virus, etc.) 

Kevin 
Mitnick is 
arrested

Software bomb

Insider threat, 
deleted 

software

US Act amended
(Fed. Sys. @ INET) 

HIPAA

BS7799 to 
ISO

NZ/AU on 
AS/NZS 4444)

AOL hacked

Disruption by 
malware

Access control standard 

POSIX

Netherlands 
certification 

scheme 

@BS7799-2

BS7799 Part 2 

Certification 
Standard

Melissa virus

First mass-mailing virus on 
global scale crashing networks

David Smith

1999

Gramm-Leach-
Bliley Act

Financial, on 
customers’ 

privacy
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2000’s: well…

2000

ILOVEYOU worm
+

DDoS

ISO/IEC adopts 
BS7799 Part 1

ISO/IEC 17799-1: 2000 
BS 7799-2: 1998

US Patriot Act

… to Intercept and 
Obstruct Terrorism Gary McKinnon 

is indicted by 
the US

Extradition 
requested

2001 2002

BS 7799 Part-2
@9001/14001 

OECD PDCA

Homeland 
Security Act 

2003

Titan Rain 
coordinated attacks 

Coordinated attacks 
against U.S. MIB, APT 

concept

China?

NZ new 
reference:

AS/NZS 
7799.2:2003 

PCI DSS 

2005

Crisis in Estonia

Targeted cyber attacks 

Russia?ISO/IEC adopts BS7799-2 

ISO/IEC 27001:2005
ISO/IEC 27002:2005

2007

Dmitri 
Galushkevich 

sentenced

Estonia 
operation

2008

NATO CCD COE
Cooperative Cyber 
Defence Centre of 

Excellence 

NATO CDMA
CD Management 

Authority

Amazon 

 Elastic Compute 
Cloud (EC2)

Google 

9/11 attacks

Great influence on security 
policies, 

shifted anti-terrorism 
activities to DoD

Critical infrastructure and the 
U.S. Cyber Command 

(USCYBERCOM)
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2010’s: Things got crazy…

2010 2011 2012 2013 2014 2015 2017 2018

Google 
hacked

APT China?

Stuxnet 

Cyber-kinetic
 

US-Israel APT?

Insulin pump 
hacked

Barnaby Jack
Gary McKinnon 

Extradition 
denied NSA incident

Massive surveillance 
revealed, privacy 

concerns

Edward Snowden

Tallinn Manual

NATO CCD COE 

ISO/IEC  update

SO/IEC 27001:2013
ISO/IEC 27002:2013

2016

Cyber Domain
+

Cyber Defence Pledge 

NATO’s Warsaw summit

Ransomware 

WannaCry, NotPetya 

Russia?

The General 
Data Protection 

Regulation 
(GDPR) 

Fancy Bear 

US Democratic 
National Committee

Russian intelligence?

Active responses  
considered

NATO, Article 5

First death from a 
cyber attack

Duesseldorf 
University Hospital

Russia?

ALEXA/ECHO 

Personal assistant and 
home automation

Amazon

Cambridge 
Analytica scandal

Contagion experiments

On how to influence people 
through social networks

Facebook

Ukraine’s regional power 
distribution

Blackout for 230000 users, 
first successful attack on 

electric grid

Russia?
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Pattern and major breakpoints

Tech. 
kick off

First big 
incidents

State sponsored 
attacks?

1960 1970 1980 1990 2010

Computing 
get open

Adversaries target 
companies and 

people

State sponsored 
attacks?

US Patriot 
Act 

Google 

9/11 attacks Estonia crisis

NATO CCD COE

Amazon 
EC2

Stuxnet

Facebook 
Contagion 

experiments

NSA breach

Tallinn 
Manual

NATO

Cyber Domain 
and Pledge

NATO

Ransomware 
attacks

Fancy Bear

Cambridge 
Analytica

2000

Data/systems as a target (making money)

+ Nation states as a target

+ People as a target
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P5D in Economics – 
“Surveillance Capitalism”
“… unilaterally claims human experience as free raw material for 
translation into behavioural data… declared as a proprietary behavioural 
surplus, fed into advanced manufacturing processes known as ‘machine 
intelligence’, and fabricated into prediction products… traded in a new kind 
of marketplace that I call behavioural futures markets.”

Shoshana Zuboff, 2019

+ behaviour-based context engineering 
+ behaviour control! 
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P5D in Markets: Facebook 
targets young in AU/NZ 
(2017)

• Target: 6.4 million young AU/NZ

• Goal: to modify user’s behaviour 
(through “psychological insights”)

• Requirements: Facebook contagion 
experiment results (2012, 2014)

Facebook could work out when young 
people were most vulnerable (Contagion 2)

They then could pinpoint the time frame 
during which a young person needed a 
“confidence boost” (is most vulnerable to a 
specific configuration of subliminal cues and 
triggers (Contagion 1)

Finally, they were able to match each 
emotional phase with appropriate stimulus 
(for guaranteed results…) 

Were the young people free to choose?

(https://au.pcmag.com/social-media/47726/facebook-research-targets-insecure-kids)
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P5D in Policy: 
Influencing 
population in the 
US through media

• Republicans initially refused to pledge a peaceful transfer of power

• They signalled how his supporters should respond if the vote doesn’t go their way (winning 
expected, fraud)

• Is this a call to arms? (Some US cities were on edge, upset protesters had routinely taken to the 
streets)

The same happened with the other party, although more subtle, with the same consequences (HATE!)

https://time.com/5892945/law-enforcement-post-election-violence/
Who is winning here? 

Who the political violence is directed to, ultimately?
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P5D in Military: 
Ukraine crisis

• 1994- 2008: Engagement, Ukraine 
applied to begin a NATO Plan 

• 2008: “Russia may target its missiles at 
Ukraine”

• 2010: Ukraine maintains neutrality

• 2014: Russian military invasion (NATO)

• 2015: A cyber attack cuts power to 
225,000 people in Ukraine (US DHS, 
attributed to Russia?)

• 2017: "It was brilliant“, “That's actually a 
better outcome than what might occur 
in the US, experts say…” (Robert M. Lee)

Can NATO trigger Art.5 in the case of a 
cyber-attack? (they will need to see…)

• A full spectrum response?
https://www.bbc.com/news/technology-35667989
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What is happening?  Why?

We’re living through the most profound transformation in our information 
environment in the last 500+ years (since Gutenberg’s invention of printing, 1439) 

Many technology applications are being carried out in a fog of greater or lesser 
uncertainty which naturally means risk! (not yet a big-picture here!)

Root cause:  "The 21st century will not be a dark age. Neither will it deliver to most 
people the bounties promised by the most extraordinary technological revolution in 
history. Rather, it may well be characterised by informed bewilderment"

Manuel Castells (1998)
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https://www.theguardian.com/world/2017/jun/05/canada-lawnmower-man-tornado-theunis-wessels

Are we aware of what is happening around us 
with technology evolution and information security concerns?

Do we care?

Do we need to worry?

What questions does the image suggest to you now?
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Key takeaways: 

• Modern life aggressively shaped by technology
• Big players operating over cyber space (big threats!)
• Conflicting interest (both short-term and long-term) 
• Different conflict dimensions (Economics, Policy, Warfare, Human)
• Weaponised information all around us (still HF-LI CC)
• Lack of awareness and knowledge (individual and collective)
• Lack of laws and regulations

We definitely have a problem, 
it is not the technology, it is the application and the uncertainty around it.
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THE END.
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